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Focus on - Data
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• Discovery / mapping

• Catalogue

• Policies / Controls

• Definition / documentation of processing (lineage)

• Linkage across systems landscape – entity extraction

/ resolution (master data)
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Focus on - Process
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 Need for process management

 Types of processes…

• subject rights (access / deletion / rectification / portability)

• explanation of automated processing / decision making

• consent management
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Focus on - Security
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• Controls based on metadata / policy

• access control / visibility 
(encryption / anonymisation / 
pseudonymisation) / restriction of 
processing

• Monitoring

• Physical security

• IT security / cyber (intrusion detection 
/ firewall /…)
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GDPR IBM Capabilities

Event Alerting

(Alerting within 72 hours of a data breach)

Data Assessment

(Analyse infomraiton residing in structured and unstructured format. 
Infomration Governance and Information Security)

Information Governance 

(Create an Information Governance Catalog)

Data Security 

(Secure information residing in structured and unstructured formats)

Consent Management 

(Monitor and report consent)

Right to Erasure

(Monitor and report erasure)

Data Pseudonymization

(Anonymize information in production, non productions sytems)
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GDPR Framework: 5 phases to Readiness 
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Identify GDPR 
impact and plan 
Technical and 
Organisational
Measures (TOM)

Includes Data 
Protection controls, 
processes and 
solutions to be 
implemented. 

TOMs in place: 
Personal Data 
discovery, 
classification and 
governance in place

Begin the new 
GDPR compliant 
way of working

Monitor TOMs 
execution of; deliver 
compliance evidence 
to internal and 
external 
stakeholders

• Conduct GDPR 
assessments 
across privacy, 
governance, 
people, processes, 
data, security

• Develop GDPR 
Readiness 
Roadmap

• Identify personal 
data

• Design 
governance, 
training, 
communication, 
and processes  
standards

• Design privacy, 
data management  
and security 
management 
standards

• Develop and 
embed procedures, 
processes, and 
tools 

• Deliver GDPR 
training 

• Develop/embed 
standards using 
Privacy by Design, 
Security by Design, 
data management 
policies 

• Execute all 
relevant business 
processes

• Monitor security 
and privacy using 
TOMs

• Manage data 
subject access and 
consent rights 

• Monitor, assess, 
audit, report and 
evaluate adherence 
to GDPR standards

Assess Design Transform Operate Conform

A
c

ti
v
it

y
O

u
tc

o
m

e
P

h
a

s
e

Assessments 

and roadmap 

Defined 

implementation 

plan

Process 

enhancements 

completed

Operational 

framework in 

place

Ongoing 

monitoring and 

reporting
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Governance aware unstructured data archive

Event & time based retention

Structured Data 
Archiving 
(Retention 

Policies)

Operational

Stores
EDW SaaS Data Lake

Documents

ECM

Emails, 

files, voice

Structured data
Unstructured data

Client data landscape (all existing systems where personal data is stored and processed)

Information Catalog
(Policy & Metadata mgmt for structured info)

Data 
anonymization/ 
pseudonimisationl

Vulnerability 
assessment

Discover and analyse data sources (structured, unstructured)

Data Privacy 
(Access 

Monitoring & 
Blocking)

Uncover and analysedata

Architectural Overview

Event correlation and alerting



10 IBM Security

Use intelligent overlays to spot potential compliance issues
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• Allows early visibility into 

potential risks to sensitive data

• Identifies specific, high-value 

business-sensitive data

at risk from internal or external 

threats 

• Provides a comprehensive view 

(processes, procedure, 

compliance, ownership, etc.) of 

sensitive data

Uncover and analyze data
Master your risk with a command center that lets you see and address data-related business risk

• Delivers value and meaning to 

business executives with a unique, 

easy-to-understand dashboard

• Enables the right conversations with IT, Security, and LOB teams to improve 

business processes and mitigate risk
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