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Focus on - Data

- Discovery / mapping

- Catalogue

- Policies / Controls

Business.
metadata

Structural
metadata for
a data store

- Definition / documentation of processing (lineage)

- Linkage across systems landscape — entity extraction

/ resolution (master data)
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Focus on - Process
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= Need for process management

= Types of processes... ] o
« subject rights (access / deletion / rectification / portability)
- explanation of automated processing / decision making
< consent management

Register for additional services and
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Focus on - Security

- Controls based on metadata / policy

- access control / visibility
(encryption / anonymisation /
pseudonymisation) / restriction of
processing

«  Monitoring
- Physical security

« IT security / cyber (intrusion detection
[ firewall /...)
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Rule #1 Description

Category Securily

non-App Source AppUser Connection

Classification Breach

Severity MED v

tot [] serverip i andfor|Group | Production Servers
tot [¥] ClientIP i andior Group | Authorized Client IPs
Hot [] Client mac llet. Protocol e rT ] E—
From: GuardiumAlert@guardium.com Sent: Wed 4/15/2009 8:00 AM
To: Marc Gamache
Ca
Sumect (a1 5quGUARD ALeRT

3.8 DB User: APPUSER.
Application User Name

SQL: select * from EmployecTable

Subject: (c1) SQLGUARD ALERT Alert based on rule ID|non-App Source AppUser Connection ]
Category- security Classification: Breach Severity MED

Rule # 20267 [non-App Source AppUser Connection |
Request Info: [ Session start: 2009-04-15 06:59-03 Server Type: ORACLH Client IP 192.168 20.160 ferverIP
172.16.2.152 Client PORT: 11787 Server Port: 1521 Net Protocol: TCP DEP NSDET

Source Program: JDBC THIN CLIENT Authorization Code: 1 Request Type: SQL_LANG Last Error:

GDPR Privacy Violation - QRadar Source IP - 192.168.42.193, ID: 187 Actons v
Summary Description
000 GOPR - Privacy Violation- 1 events in 1 categories: SQL_injection
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GDPR IBM Capabillities

Event Alerting
(Alerting within 72 hours of a data breach)

Data Assessment

(Analyse infomraiton residing in structured and unstructured format.
Infomration Governance and Information Security)

Information Governance
(Create an Information Governance Catalog)

Data Security
(Secure information residing in structured and unstructured formats)

Consent Management
(Monitor and report consent)
Right to Erasure
(Monitor and report erasure)

Data Pseudonymization
(Anonymize information in production, non productions sytems)
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GDPR Framework: 5 phases to Readiness

Activity Phase

Outcome

IBM Security

ASSsess

* Conduct GDPR
assessments
across privacy,
governance,
people, processes,
data, security

*Develop GDPR
Readiness
Roadmap

* [dentify personal
data

Assessments

and roadmap

Identify GDPR
impact and plan
Technical and
Organisational
Measures (TOM)

Design

* Design

governance,
training,
communication,
and processes
standards

* Design privacy,

data management
and security
management
standards

Defined

implementation
plan

Includes Data
Protection controls,
processes and
solutions to be
implemented.

Transform

*Develop and
embed procedures,
processes, and
tools

* Deliver GDPR
training

* Develop/embed
standards using
Privacy by Design,
Security by Design,
data management
policies

Process

enhancements
completed

TOMs in place:
Personal Data
discovery,
classification and

governance in place

Operate

* Execute all
relevant business
processes

» Monitor security
and privacy using
TOMs

*Manage data

subject access and

consent rights

Operational
framework in
place

Begin the new
GDPR compliant
way of working

Conform

* Monitor, assess,
audit, report and
evaluate adherence
to GDPR standards

Ongoing
monitoring and
reporting

Monitor TOMs
execution of; deliver
compliance evidence
to internal and
external
stakeholders




Architectural Overview

Event correlation and alerting

Uncover ancanalysedata (Policy & hjlgzgggaargggt%?gﬁﬁtgured info)
Event & time based retention
Dat: Privacy - - Structured Data Sei
Mo(ni('zgfisrf g& agsr(]aes;?mleg (égg‘\gg?‘ SSSJ&%L’K st
Blocking) ol | Governance aware unstructured data archive |

v 1 v i | t 3

| Discover and analyse data sources (structured, unstructured) |

| |
Client data landscape (all existing systems where personal data is stored and processed)

Operational Data Lake
Stores

\ l Unstructured data
I Structured data

[

Documents Emails,

ECM files, voice
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Use intelligent overlays to spot potential compliance issues

ED select Infoset Data Map Last Update: 4/26/12 13:56 All Infaset Displaved Data Map Details
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Uncover and analyze data

Master your risk with a command center that lets you see and address data-related business risk

* Allows early visibility into
potential risks to sensitive data

* Identifies specific, high-value
business-sensitive data
at risk from internal or external
threats

* Provides a comprehensive view
(processes, procedure,
compliance, ownership, etc.) of
sensitive data

* Delivers value and meaning to
business executives with a unique,
easy-to-understand dashboard

IBM Security

Enables the right conversations with IT, Security, and LOB teams to improve
business processes and mitigate risk
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© Copyright IBM Corporation 2016. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind,
express or implied. Any statement of direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM products

and services are trademarks of the International Business Machines Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service
marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your
enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others.
No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems,
products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products
or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the malicious or illegal conduct of any party.
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